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Implementing Cisco IOS Network Security (IINS) Foundation Learning Guide, Second Edition, is a Cisco-
authorized, self-paced learning tool for CCNA® Security 640-554 foundation learning. This book provides
you with the knowledge needed to secure Cisco® networks. By reading this book, you will gain a thorough
understanding of how to develop a security infrastructure, recognize threats and vulnerabilities to networks,
and mitigate security threats.
 
This book focuses on using Cisco IOS routers to protect the network by capitalizing on their advanced
features as a perimeter router, firewall, intrusion prevention system, and site-to-site VPN device. The book
also covers the use of Cisco Catalyst switches for basic network security, the  Cisco Secure Access Control
System (ACS), and the Cisco Adaptive Security Appliance (ASA). You learn how to perform basic tasks to
secure a small branch office network using Cisco IOS security features available through web-based GUIs
(Cisco Configuration Professional) and the CLI
on Cisco routers, switches, and ASAs.
 
Whether you are preparing for CCNA Security certification or simply want to gain a better understanding of
Cisco IOS security fundamentals, you will benefit from the information provided in this book.
 
Implementing Cisco IOS Network Security (IINS) Foundation Learning Guide, Second Edition, is part of a
recommended learning path from Cisco that includes simulation and hands-on training from authorized
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide,
please visit www.cisco.com/go/authorizedtraining.
 
-- Develop a comprehensive network security policy to counter threats against information security
-- Secure borderless networks
-- Learn how to use Cisco IOS Network Foundation Protection (NFP) and Cisco Configuration Professional
(CCP)
-- Securely implement the management and reporting features of Cisco IOS devices
-- Deploy Cisco Catalyst Switch security features
-- Understand IPv6 security features
-- Plan threat control strategies
-- Filter traffic with access control lists
-- Configure ASA and Cisco IOS zone-based firewalls
-- Implement intrusion prevention systems (IPS) and network address translation (NAT)
-- Secure connectivity with site-to-site IPsec VPNs and remote access VPNs
 



This volume is in the Foundation Learning Guide Series offered by Cisco Press®. These guides are developed
together with Cisco as the only authorized, self-paced learning tools that help networking professionals build
their understanding of networking concepts and prepare for Cisco certification exams.
 
Category: Cisco Certification
Covers: CCNA Security IINS exam 640-554
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From reader reviews:

Mae Saari:

What do you in relation to book? It is not important along with you? Or just adding material when you really
need something to explain what the one you have problem? How about your extra time? Or are you busy
person? If you don't have spare time to perform others business, it is make you feel bored faster. And you
have free time? What did you do? Everyone has many questions above. The doctor has to answer that
question simply because just their can do in which. It said that about e-book. Book is familiar in each person.
Yes, it is suitable. Because start from on pre-school until university need this particular Implementing Cisco
IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition) (Foundation Learning
Guides) to read.

Warner Samuels:

Information is provisions for folks to get better life, information presently can get by anyone at everywhere.
The information can be a know-how or any news even a problem. What people must be consider while those
information which is inside the former life are challenging to be find than now's taking seriously which one
works to believe or which one the actual resource are convinced. If you find the unstable resource then you
have it as your main information we will see huge disadvantage for you. All of those possibilities will not
happen within you if you take Implementing Cisco IOS Network Security (IINS 640-554) Foundation
Learning Guide (2nd Edition) (Foundation Learning Guides) as your daily resource information.

Kevin Diaz:

This Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition)
(Foundation Learning Guides) is great e-book for you because the content and that is full of information for
you who always deal with world and have to make decision every minute. That book reveal it information
accurately using great plan word or we can state no rambling sentences in it. So if you are read it hurriedly
you can have whole details in it. Doesn't mean it only gives you straight forward sentences but hard core
information with attractive delivering sentences. Having Implementing Cisco IOS Network Security (IINS
640-554) Foundation Learning Guide (2nd Edition) (Foundation Learning Guides) in your hand like
obtaining the world in your arm, details in it is not ridiculous one particular. We can say that no publication
that offer you world throughout ten or fifteen second right but this publication already do that. So , this is
certainly good reading book. Hello Mr. and Mrs. active do you still doubt which?

Mary Gonzalez:

Publication is one of source of expertise. We can add our knowledge from it. Not only for students but
additionally native or citizen want book to know the upgrade information of year in order to year. As we
know those ebooks have many advantages. Beside most of us add our knowledge, also can bring us to
around the world. Through the book Implementing Cisco IOS Network Security (IINS 640-554) Foundation



Learning Guide (2nd Edition) (Foundation Learning Guides) we can consider more advantage. Don't
someone to be creative people? To be creative person must want to read a book. Merely choose the best book
that appropriate with your aim. Don't always be doubt to change your life at this time book Implementing
Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition) (Foundation
Learning Guides). You can more desirable than now.
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